Cradle Systems - Capability Statement

In a rapidly changing security landscape, guarding your organization’s prized
information assets must be a priority. Internal or external, malicious or
unintentional, the next attack can happen at any time - often without warning.
Cradle Systems helps your enterprise stay vigilant and secure, and can help you
bounce back quickly when the threat has passed.

Cradle Systems is a Washington, DC-based small business led by trusted information
technology executives and seasoned security professionals. Cradle’s deep bench of
security experts boast an impressive record of strategic successes delivering
enterprise class technology solutions in various verticals.

The spectrum of managed security services Cradle Systems offers includes, but is
not limited to the following specialty areas:

Enterprise Risk Management
Cradle Systems takes a strategic approach for identifying, analyzing, monitoring and
responding to your organization’s internal and external risks. We help you know
what’s out there, finding the hidden dangers that could leave your enterprise
vulnerable. In this umbrella of services we offer:

e Security Awareness
Disaster Recovery Planning
Business Continuity Planning
FISMA Compliance and Continuous Monitoring
Security Authorization, Security Testing and Evaluation (ST&E)
Continuous Monitoring
Audits and Regulatory Compliance - PCI DSS, HIPAA, SOX, GLBA

Security Architecture and Engineering
Our team of Senior Security Engineers has proven experience designing,
implementing and managing business solutions that work in the fiercest IT
landscapes. Skills and services include:

e System Hardening

e Enterprise Firewall Management

e Network Intrusion Detection Systems and Intrusion Protection Systems
(IDS/1PS) Management
Public-Key Infrastructure (PKI) Management and Administration
Enterprise Cloud Services
Application Security
Identity and Access Management
Services and Implementation Capabilities
Single Sign On (SSO)
e Multi-factor Authentication



e Automated End-to-End Provisioning
Role Based Access Control (RBAC)
Separation of Duties (SoD)
Federated Services

Physical Security Integration
Security Operations Support

IT Staff Augmentation Services

Security Operations Support
We advantageously allocate resources to assess and protect your vulnerabilities,
and are there to help you recover in the event of an incident. Our expertise in this
field encompass:

e Vulnerability Management

¢ Incident Response Services

e Data Loss Prevention

Digital Forensics
Looking for that needle in a haystack or need to understand what happened - when
and how? Our digital forensics practice is focused on uncovering all the details of
any event.

e Investigative Abilities and Support

e Litigation Holds

e eDiscovery

e Data Recovery

e Malware Analysis and Removal

IT Staff Augmentation Services
Cradle has the reach and the resources to connect you to the very best IT talent. We
draw from our proprietary database and network of talented, qualified technology
professionals to help you find the resource that fit seamlessly with your team and
your goals. We remove the risk associated with hiring new talent and give you the
confidence you need to move quickly and achieve sustained, measurable results. Our
IT professionals are screened and tailored to fit your needs that may include, but are
not limited to:

¢ Program and Project Management
Business Analysis
Change and Business Process Management
Network Engineering and Administration
Database Design, Development, and Administration
Web Development
Software Development and Engineering
Help Desk and Technical Support
Technical Writing



